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Headline... Hackers are able to overcome
2FA According to FBI

 June 2026 - Written by Jerry Johnson

WTHR shared this FBI bulletin last week - Headline! Hackers are
able to overcome Multi-factor authentication according to the
FBI!

Most of these methods rely on user interaction - meaning they
trick a person into doing something. Most commonly by going to
a web site or QR code on your computer or on your phone. These
are all phishing attacks.

So why have MFA? Because without it, the hackers would be
accessing your email and data so much more often - with no
interaction from you at all!

The article does describe how a specific group / service is out
there doing it now, but this is old news. In addition to all of the
defensive services needed, give us a call and we can help with
products to detect hackers accessing your data and your cloud.
Security Awareness Training is also a big thing - required by
many insurers for cybersecurity coverage now! 

Here's the real news - this has been going on for at least 5 years
that we're aware of. There are at any time 3-4 standard methods
available for hackers to use that will get them past multi-factor
authentication. That's excluding any special zero day
vulnerabilities that allow for it to be done.

1 https://www.wthr.com/article/news/nation-world/fbi-warning-phishing-tool-kali365-microsoft-accounts/507-1562564a-be79-4073-b4d9-b64f1c666456
2 https://www.ic3.gov/PSA/2026/PSA260521?utm_source=syndication&pubDate=20260525
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