Don’t Get Caught by the “Secure Doc” Phishing Scam
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Shielding Your Busingss

Every day we receive emails to digitally view and sign important documents. It could be from a
customer’s Purchase Order, an invoice, signing a new contact from a vendor or from your
realtor when you need to sell your house.

The “Secure Doc” Scams try to trick you into using real document signing software including
DocuSign, Adobe, and Dropbox Sign. The scammers and hackers use the real products in many
cases to send viruses, deliver their scam notes, or get you to give them financial or sensitive
data. It can be tricky to know if the emails are legitimate since the email usually comes from a
familiar source - the signing tool - and might say it is from your attorney or vendor’

Before you open the email, you should ask yourself these questions.?

Was | expecting the email?

Do | recognize the sender of the email?

Does the sender’s address look suspicious?

Did the email arrive at an odd time of the day, like 3 am in the morning?

Are there any misspellings in the document?
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Are there any generic greetings, “Dear Sir” or “Dear Madam"?

Before selecting the link to view or sign the document, you should contact the sender by phone
or email them a separate email message about this document. You should also reach out to IT
department or IT vendor to review the email as well, especially if it is one you were not
expecting.

If you determine the email is malicious, you can report it to the software application. Here are
links from DocuSign and Adobe to report the malicious emails:

https://www.docusign.com/trust/security/incident-reporting
https://helpx.adobe.com/sign/admin/report-abuse-links.html

Sadly, it is almost impossible to filter out these emails if your company also receives legitimate
email from these signing companies. While they provide the links (above) for reporting an
incident, they continue to allow their products to be used by threat actors. Often in the form of
free product trials, for example.

To help create awareness of the “Secure Doc” Scams, we recommend Security Awareness
Training for all employees at your company who have email addresses. As a part of training,
employees watch Security Awareness Training videos and receive Phish Testing emails
throughout the year.

Reach out to Egis Security IT Security today to learn about affordable Security Awareness
Training to help prevent the “Secure Doc” Scams from victimizing your company.

1 https://blog.knowbe4.com/scam-of-the-week-secure-document-phishing-attacks-trap-employees

2 https://www.docusign.com/blog/how-docusign-users-can-spot-avoid-and-report-fraud

0 (317) 344-2144 9 10255 Commerce Dr Suite 250, Carmel, IN 46032 sjohnson@egis-security.com




