What is Vishing and How to Avoid Giving Away Your Important Data
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Have you ever received that scary call claiming that your bank account may be compromised

or that you missed serving jury duty? If you get this type of call (and it's not your actual bank!),

it is called Vishing. That's where the caller pretends to be a trusted source and tries to get

personal data from you including your social security number, bank account number, email

address and your home address.”

Types of Vishing scams include Tech Support scams where a caller tries to get the password
for your computer or email after you see a virus alert on your computer, Gift Card scams - a
relative is “in jail” and you need help them get out of jail by paying with gift cards, and banking
scams - the scammer claims you need to send a wire transfer to pay an invoice.?

To recognize these types of scams, you should remember that real tech support would not call
and ask for computer login information, law enforcement would never ask you to pay bail in
the form of a gift card, and banks generally don’t reach out to you to complete a wire transfer!

According to KnowBe4, a more recent scam involves when scammers spoof the actual phone
number from the Social Security Administration in an attempt to steal your personal data.

What can you do so you don't get scammed?

- For your cell phone calls, you can turn on Caller ID services with your cell phone
provider.

- If you don’t recognize the phone number, let the call go to voicemail.

- Often, your cell provider will label an incoming call as a Spam Risk, so you should
not answer that call!

- Never give out important information over the phone to an unknown caller
including social security numbers, passwords, EIN numbers, bank account
information, credit card information, proprietary company data, company sales and
budget information.

To protect your business and employees from Vishing scams, Egis IT Security offers security
awareness training and will help train your employees about vishing and help prevent your
company from giving away important company and employee data. Let’s start the
conversation today to learn more about affordable and effective Security Awareness Training!

1https://blog.knowbe4.com/vishing-campaign-dangers
2https://www.chase.com/digital/resources/privacy-security/security/how-to-spot-scams
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